
Big Monitoring FabricTM – 
Public Cloud
CLOUD-FIRST VISIBILITY AND SECURITY

Big Monitoring Fabric – Public Cloud is a cloud-first network packet broker 

that enables highly simplified and elastically scalable security monitoring of 

organizations’ public cloud workloads and selectively delivers them to multiple 

cloud security, performance, and compliance tools. Powered by a centralized cloud 

controller, Big Monitoring Fabric – Public Cloud brings a comprehensive packet /

flow-level visibility to the organizations’ cloud workloads comparable to the 

visibility of on-premises deployments.

BIG MONITORING FABRIC – PUBLIC CLOUD OVERVIEW

Big Monitoring Fabric – Public Cloud (BMF-PC) is an intelligent, elastically scalable network packet 
broker (NPB) that enables visibility and security for workloads in AWS, Azure, or Google Cloud 
environments. Leveraging a centrally managed controller, Big Mon-PC dramatically simplifies cloud 
workload discovery, filtering, and delivery to the various compliance and security tools in the cloud, 
thereby providing much-needed packet-level visibility in public cloud environments.

ARCHITECTURE: SIMPLIFIED, CLOUD-NATIVE MONITORING SOFTWARE
The modern, cloud-native architecture of BMF-PC enables on-demand, elastically scalable and 
nondisruptive monitoring of both Linux as well as Windows workloads for AWS, Azure* and Google 
Cloud* environments. BMF-PC architecture is similar to the customer endorsed, next-generation Big 
Monitoring Fabric – Enterprise Cloud (BMF-EC) architecture making it simple to manage on-prem and 
cloud visibility deployments. 

Furthermore, BMF-PC also integrates with the Big Switch Networks Multi-Cloud Director to provide an 
integrated, single pane of glass for hybrid cloud monitoring.

BMF-PC consists of the following components:

• Big Mon Controller is centralized management software that enables cloud workload discovery, automatic 
monitoring of customer selected workloads, and centralized policy configuration, as well as support for 
customer-defined elastic scaling options for pervasive visibility in an intuitive and easy to use manner.

• CloudLight AX is a lightweight software agent that installs automatically on the instances in the cloud 
selected by the customer for monitoring. It mirrors the traffic from the workloads to send it to CloudLight 
VX for further processing.

• CloudLight VX is lightweight virtual switch software managed by the Big Mon Controller. It receives traffic 
from CloudLight AX, filters it, optionally applies additional packet-modification functions, and delivers the 
resulting traffic to the various compliance and security tools in the cloud. 

BIG SWITCH NETWORKS

Our mission is to deliver cloud-
first data center networking and 
monitoring solutions—enabling 
enterprises to realize the benefits 
of simplified productivity, improved 
scalability, and pervasive security 
with a dramatically improved TCO.

Big Monitoring Fabric integrates 
with the Big Switch Networks 
Multi-Cloud Director to provide 
organizations with single-pane-of-
glass visibility across hybrid cloud 
workloads.

Get hands-on experience with our 
offering. Register for a free online 
trial at labs.bigswitch.com

For general inquiries contact us at 
info@bigswitch.com
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HYBRID CLOUD VISIBILITY AND SECURITY

In today’s digital transformation era, enterprises have business-
critical workloads hosted both on-premises and within public 
cloud providers across many different regions. These hybrid cloud 
deployments lack consistent visibility, as enterprises cannot tap as 
deeply into the cloud infrastructures as they can within their own 
data centers. Big Switch provides an integrated, single-pane-of-
glass solution to dramatically simplify packet-level visibility for such 
hybrid cloud deployments:

• BMF-PC enables simplified, elastically scalable monitoring for 
public cloud environments like AWS, Azure, and Google Cloud. The 
nondisruptive, elastic scaling of the solution, along with the creation 
of the workload instances in the monitored network, provides highly 
efficient and touchless operation workflows.

• BMF-EC enables pervasive, scale-out security monitoring (out-of-
band and inline) for private cloud deployments. (See the Big Mon 
Enterprise Cloud Datasheet for details.)

• Multi-Cloud Director provides an integrated, single- pane-of-glass 
dashboard for complete organization-wide visibility in hybrid cloud 
deployments. It simplifies user workflows for monitoring various 
on-prem and public cloud deployments by integrating with and 
managing both BMF-PC and BMF-EC. (See the Multi-Cloud Director 
Datasheet for more information.)

PAGE 2

Figure 2: Big Monitoring Fabric’s graphical user interface (GUI)
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Figure 1: Big Monitoring Fabric architecture
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FEATURE DESCRIPTION / BENEFIT

Monitor Any Cloud  • Support AWS, Azure* and Google Cloud* environments.

• Simplify with automated setup for workload monitoring.

• Monitor cloud-native workloads and deliver them to cloud-based tools.

Monitor Any Workload • Support monitoring of Windows and Linux workloads.

On-Demand Elastic Scaling • Support automatic and nondisruptive monitoring of new instances in the network.

• Support on-demand, customer-defined horizontal scaling of Cloud Light OS.  

• Eliminate user error inherent with manual orchestration.

Standards-based  
Tunneling support 

• Support standards-based tunneling for tool connectivity – L2GRE / VXLAN.*

Centralized Management • Support intuitive policy definition for monitoring workloads or networks, apply various packet 
filtering/modification functions for traffic optimization, and deliver packets to the tools.

Hybrid Cloud Visibility • Integrate with Multi-Cloud Director* to provide a single-pane-of-glass dashboard for packet-level 
visibility with hybrid cloud deployments.

ABOUT BIG SWITCH

Big Switch Networks is the Next-Generation Data Center Networking Company, which leverages the 
principles of software-defined networking (SDN) coupled with a choice of industry-standard hardware 
to build intelligent, agile and flexible networks for customers around the world. Big Switch Networks 
has two solutions: Big Monitoring Fabric, a feature-rich network packet broker that enables pervasive 
security and monitoring of data center and cloud traffic for inline or out-of-band deployments, and Big 
Cloud Fabric, the industry’s most advanced open networking switching fabric, intended for new data 
center pods such as OpenStack private cloud, VMware NSX, Big Data, and VDI. Big Switch Networks is 
headquartered in Santa Clara, CA, with offices located in Sydney, London, Tokyo, and Istanbul. 

For additional information, email info@bigswitch.com, follow @bigswitch or visit www.bigswitch.com. 
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